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lthoi gian On' day teen mai truong internet xuat hien mot loci ma  

dOc lay nhigm vao cac may tinh nham ma hoa toan bO cac file dr' lieu ngu6i 
dung va dua ra cac yeu cau tong tin nguoi dung n6u muOn ciru lai du lieu cUa 
minh v6i nhi&I bin th6 ngay tang nguy him va tinh vi hon. 

Trong qua trinh theo doi giam sat cac hoat dOng dam bao an toan cho he 
th'Ong mang thong tin nganh Tai nguyen va moi truong. Chiang toi nhAn thy c6 
nhieu may tinh trong cac don vi nganh Tai nguyen va moi truong da bi lay 
nhiem loci ma dOc teen va he thong mang may tinh tai cac don vi trong nganh co 
nguy co cao de bi lay nhiem cac loci Nen the dia loci ma dOc nay. 

DAc diem dm loci ma dOc nay la dugc phat toan thong qua thu dien tir rat 
(spam mail), tir cac trang web, mang xa hOi, chia se dtt lieu qua mang LAN, qua 
cac thiet bi luu trft nhu usb, the nh6... Ma dOc se dugc kith hoat sau khi nguai 
dimg nhap tai file dinh kern va thuc hien eking viec nhu kiLn soat may tinh, ma  
hoa cac file dft lieu (Word, Excel, ...). 

Khi bi lay nhigm, du lieu da bi ma h6a se khong the dugc khOi phut vi 
hacker six dung thuAt ma boa cong khai va khoa bi mat dimg de giai ma chi dugc 
luu gift teen may chic cila hacker. Ngoai ra, tren cac may tinh ca nhan bi nhigm 
ma dOc, nhi&I nan nhan con nhAn dugc thong diep dai tien chuOc cita hacker 
nham giai ma nhftng dft lieu da bi ki6m soat. 

Cu thk rip nhan se nhAn dugc thong bao phai nOp tin chuOc trong yang 
mot khoang th6i gian nhAt dinh nao do, n6u khong file se bi ma hoa vinh vign. 

Truck tinh hinh tren, Cuc Cong nghe thong tin kinh de nghi cac don vi, ca  
nhan can ph6 bin va thuc hien ngay mot s6 khuy6n nghi nham dam bao an toan 
&it lieu sau: 

gui: 
- Cac dun vi true thuc BO Tai nguyen va Moi truong; 
- Cac Sor Tai nguyen va Moi truong. 
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en ma file dinh kern tir cac email khong rO nguOn gOc d'ac 
c tep tin dinh kem duoi zip, rar; 
a cap nhat thueing xuyen phan mem diet virus tren cac may 
hong tranh, ngan ch4'n cac virus lay lan tren may tinh, he 

ong 
t la 
i d'a't 
de 

• ng Mang; 
et vi s cho USB khi cam USB vao may tinh; 
Ong nen truy cap vao nhttng trang Web, cac dueing link, tai 

'Ting ile khOng rO nguOn goc tren mang; 
- S o 1 du lieu thuong xuyen 6 c6 the Ichoi phuc lai khi du lieu bi 

m t ho c bi ma h6a. 

Quy co quan, don vi nhanh ch6ng kiem tra, ra sok he thong may 
^n ngay mot so khuyen nghi tren. Neu Q4 co quan bi lay nhiem 

thOng bao truc tip ve Cuc Cling nghe thong tin thong qua 
see 	cong nghe thong tin de n'am tinh hinh va c6 bien phap 

An oan thong tin so va xir V,  six co theo so"' dien thoai 04 
thief. Moi thong tin chi tit xin lien he anh Le Minh Quang, 

thu ien tit citi@tnmt.vn. 
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