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V/v: Canh bao nguy co mét an toan dir
ligu tir m& d6c may tinh
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‘ 34 3¢ - Cac don vi tryc thudc Bo Tai nguyén va Moi trudng;
| ‘Dgﬂ N Ngoy 45"&"“'43 - Céc S& Tai nguyén va Méi trudng.
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Trong ‘thoi glan gin day trén moi truong internet xudt hién mot loai ma

doc 1ay nhiém vao cdc mdy tinh nham ma héa toan bd céc file dif lidu ngudi
dung va dua ra cac yé€u cau tong tién nguoi dung néu muén ctru lai dit liéu cua
minh véi nhiéu bién thé ngay cang nguy hiém va tinh vi hon.

Trong qua trinh theo déi giam st cac hoat dong dam bao an toan cho hé
thong mang thong tin nganh Tai nguyén va moi trudong, Ching t6i nhan thiy c6
nhiéu méy tinh trong cac don vi nganh Tai nguyén va moi truong di bi lay
nhiém loai ma ddc trén va hé théng mang may tinh tai cac don vi trong nganh c6
nguy co cao dé bi 14y nhidm cac loai bién thé ctia loai ma doc nay.

Dic diém cua loai ma doc nay la dugce phat toan thong qua thu dién tir rac
(spam mail), tlr cdc trang web, mang xa hoi, chia sé dit liéu qua mang LAN, qua
cdc thiét bi luu trlt nhur usb, thé nhé... Ma doc s& duoc kich hoat sau khi ngudi
dung nhép tai file dinh kém va thuc hién cong viée nhu kiém soat may tinh, ma
hoa cac file dit liéu (Word, Excel, ...).

Khi bj lay nhiém, dit liéu da bi ma héa s& khong thé duoc khéi phuc vi
hacker sir dung thuat ma hoa cong khai va khéa bi mat ding dé giai ma chi dugc
luu gift trén may chu clta hacker. Ngoai ra, trén cdc may tinh c4 nhan bi nhiém
mé doc, nhiéu nan nhén con nhén dugc thong diép doi tién chudc cta hacker
nham giai ma nhitng dit liéu d3 bi kiém soat.

Cu thé, nan nhén s& nhan duoc thong bdo phai ndp tién chudc trong vong

mot khoang thoi gian nhét dinh nao dé, néu khong file s& bi ma hoa vinh vién.

Trudc tinh hinh trén, Cuc Cong nghé théng tin kinh dé nghi cac don vi, ¢4
nhan can pho bién va thue hién ngay mot sé khuyén nghi nhim dam bao an toan
dir liéu sau:



- Kl
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16ng nén ma file dinh kém tr cac email khong rd nguon goc dic
et 1a cac tép tin dinh kém duéi zip, rar;

- Cai dat va cdp nhat thuong xuyén phan mém diét virus trén cac may

th

P(C dé phong tranh, ngan chin cac virus lay lan trén may tinh, hé

bng mang;

- Diét virus cho USB khi cim USB véao mdy tinh;
- Khong nén truy cdp vao nhitng trang Web, cdc duong link, tai

nh
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Dé nghi
tinh va thuc hi

itng file khong rd ngudn gbc trén mang;
o luu dif lidu thuong xuyén dé cé thé khoi phuc lai khi dit lidu bi
At hodc bi ma hoa.

Quy co quan, don vi nhanh chéng kiém tra, ra soat hé thong may
én ngay mot s6 khuyén nghj trén. Néu Quy co quan bi lay nhidm

m& ddc nay, dé nghi thong béo truc tiép vé Cuc Cong ngh¢ thong tin thong qua
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hd tro néu cai
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62542057, hon

Tran tro

Noi nhin

- Nhu tré
- Thir trug
- Luu VT

s& ha ting cong nghé thong tin dé ndm tinh hinh va c6 bién phap
1 thiét. Moi thong tin chi tiét xin lién hé anh Lé Minh Quang,
An toan théng tin sb va xir ly su cb theo sb dién thoai 04
n thu dién tr citi@tnmt.vn.
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